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INTERNATIONAL ELECTROTECHNICAL COMMISSION

High-voltage switchgear and controlgear -
Part 322: The use of digital technologies

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to |[EC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC TR 62271-322 has been prepared by IEC technical committee 17: High-voltage switchgear
and controlgear. It is a Technical Report.

This first edition cancels and replaces the first edition of IEC TR 62063 published in 1999. This
edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:

a) IEC numbering has been modified;

b) title has been modified;

c) updates in the field of digital technologies, like Internet of Things, cloud and edge

computing, digital twins, artificial intelligence and cybersecurity have been added; in
accordance with the IEC strategy themes and goals;
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d) synchronization and updates in the context of the latest standards of TC 17: IEC 62271-1
and IEC 62271-3;

e) Bibliography has been added.

The text of this Technical Report is based on the following documents:

Draft Report on voting

17/1190/DTR 17/1197/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts in the IEC 62271 series, published under the general title High-voltage
switchgear and controlgear, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

— reconfirmed,

— withdrawn, or

— revised.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
https://webstore.iec.ch/?ref=menu
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1 Scope

Digital technologies, intelligently combined with switchgear and controlgear in electrical grids,
can be enablers of reliable, sustainable, and affordable energy systems and an all-electric
society. This document gives guidance for network operators, manufacturers and all parties
driving the energy and electrical grid transition through the application of digital technologies.
Relevant references and definitions of state-of-the-art digital technologies, like the Internet of
Things (IOT), Industrial Internet of Things (IIOT), cloud and edge computing, digital twins,
artificial intelligence, and cybersecurity are listed. Trends and examples in the use of network
operation, service and asset management are described and examples of transition roadmaps
of network operators given. Trends and the integration of adequate state-of-the-art digital
technologies and application examples are described. Finally, guidance based on experiences
for the identification, specification, qualification, and integration of digital technologies is given.

High-voltage switchgear and controlgear can be considered in terms of its two sub-parts:

— switching devices and equipment, i.e. the high-voltage part of the switchgear and
controlgear, dedicated to high-voltage functions, e.g. current flow, insulation and switching;

— associated control and auxiliary devices and equipment, i.e. the low voltage part of the
switchgear and controlgear, dedicated to the control, measuring, protective, regulating, and
monitoring functions of the switching devices and equipment.

The boundary of switchgear and controlgear is then easily identified as being generally the
cable connections for the switching devices and equipment and the terminal block for the
auxiliary equipment.

Introducing electronic and digital technologies results in significant changes on several points:

— The location of the auxiliary equipment is not necessarily confined to the related switchgear
and controlgear, but can be distributed at any location, at the local control cubicle of the
switchgear and controlgear or the control room of the substation or directly at the switchgear
and controlgear device with local intelligence (edge computing technology) or physically
disconnected of the substation (cloud computing technology).

— Different components of the auxiliary equipment might be supplied by different
manufacturers and integrated into the switchgear and controlgear independently of the
manufacturer of the switchgear and controlgear equipment.

— Electronic and digital technologies using distributed architectures, microprocessor-based
components, and digital communications induce new concepts in dependability. That results
in modifications of maintenance policies, and asset management as well as user operation
of the switchgear and controlgear.

This document describes trends and the state-of-the-art of digital technologies enabling their
use in switchgear and controlgear along their life cycle. The report is a guidance for the
IEC TC17 and supported by use cases or by emerging technologies, able to be implemented in
power grids. The report can be used by designers, asset managers and any stakeholder dealing
with interoperable and digital technologies for a switchgear and controlgear over their whole
life cycle. The document consists of three main parts.

Clause 4 describes the trends in user exploitation of digital technologies within the switchgear
and controlgear. Clause 5 focuses on trends regarding technology and consequences for
system architectures. Clause 6 gives guidance for use of new technologies in substations.

2 Normative references

There are no normative references in this document.
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