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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
High-voltage switchgear and controlgear -  
Part 322: The use of digital technologies 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a) 
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in 
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which 
may be required to implement this document. However, implementers are cautioned that this may not represent 
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC 
shall not be held responsible for identifying any or all such patent rights. 

IEC TR 62271-322 has been prepared by IEC technical committee 17: High-voltage switchgear 
and controlgear. It is a Technical Report. 

This first edition cancels and replaces the first edition of IEC TR 62063 published in 1999. This 
edition constitutes a technical revision. 

This edition includes the following significant technical changes with respect to the previous 
edition: 

a) IEC numbering has been modified; 
b) title has been modified; 
c) updates in the field of digital technologies, like Internet of Things, cloud and edge 

computing, digital twins, artificial intelligence and cybersecurity have been added; in 
accordance with the IEC strategy themes and goals; 
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d) synchronization and updates in the context of the latest standards of TC 17: IEC 62271-1 
and IEC 62271-3; 

e) Bibliography has been added. 

The text of this Technical Report is based on the following documents: 

Draft Report on voting 

17/1190/DTR 17/1197/RVDTR 

 
Full information on the voting for its approval can be found in the report on voting indicated in 
the above table. 

The language used for the development of this Technical Report is English. 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 
described in greater detail at www.iec.ch/publications. 

A list of all parts in the IEC 62271 series, published under the general title High-voltage 
switchgear and controlgear, can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 
specific document. At this date, the document will be  

– reconfirmed, 
– withdrawn, or 
– revised. 
  

https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
https://webstore.iec.ch/?ref=menu
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1 Scope 

Digital technologies, intelligently combined with switchgear and controlgear in electrical grids, 
can be enablers of reliable, sustainable, and affordable energy systems and an all-electric 
society. This document gives guidance for network operators, manufacturers and all parties 
driving the energy and electrical grid transition through the application of digital technologies. 
Relevant references and definitions of state-of-the-art digital technologies, like the Internet of 
Things (IOT), Industrial Internet of Things (IIOT), cloud and edge computing, digital twins, 
artificial intelligence, and cybersecurity are listed. Trends and examples in the use of network 
operation, service and asset management are described and examples of transition roadmaps 
of network operators given. Trends and the integration of adequate state-of-the-art digital 
technologies and application examples are described. Finally, guidance based on experiences 
for the identification, specification, qualification, and integration of digital technologies is given. 

High-voltage switchgear and controlgear can be considered in terms of its two sub-parts: 

– switching devices and equipment, i.e. the high-voltage part of the switchgear and 
controlgear, dedicated to high-voltage functions, e.g. current flow, insulation and switching; 

– associated control and auxiliary devices and equipment, i.e. the low voltage part of the 
switchgear and controlgear, dedicated to the control, measuring, protective, regulating, and 
monitoring functions of the switching devices and equipment. 

The boundary of switchgear and controlgear is then easily identified as being generally the 
cable connections for the switching devices and equipment and the terminal block for the 
auxiliary equipment. 

Introducing electronic and digital technologies results in significant changes on several points: 

– The location of the auxiliary equipment is not necessarily confined to the related switchgear 
and controlgear, but can be distributed at any location, at the local control cubicle of the 
switchgear and controlgear or the control room of the substation or directly at the switchgear 
and controlgear device with local intelligence (edge computing technology) or physically 
disconnected of the substation (cloud computing technology). 

– Different components of the auxiliary equipment might be supplied by different 
manufacturers and integrated into the switchgear and controlgear independently of the 
manufacturer of the switchgear and controlgear equipment. 

– Electronic and digital technologies using distributed architectures, microprocessor-based 
components, and digital communications induce new concepts in dependability. That results 
in modifications of maintenance policies, and asset management as well as user operation 
of the switchgear and controlgear. 

This document describes trends and the state-of-the-art of digital technologies enabling their 
use in switchgear and controlgear along their life cycle. The report is a guidance for the 
IEC TC17 and supported by use cases or by emerging technologies, able to be implemented in 
power grids. The report can be used by designers, asset managers and any stakeholder dealing 
with interoperable and digital technologies for a switchgear and controlgear over their whole 
life cycle. The document consists of three main parts. 

Clause 4 describes the trends in user exploitation of digital technologies within the switchgear 
and controlgear. Clause 5 focuses on trends regarding technology and consequences for 
system architectures. Clause 6 gives guidance for use of new technologies in substations. 

2 Normative references 

There are no normative references in this document. 



IEC TR 62271-322:2026 © IEC 2026 

57 

Bibliography 

[1] VDE Verband der Elektrotechnik Elektronik Informationstechnik e.V., The Digital Twin in 
the Network and Electricity Industry - VDE Study, Offenbach am Main, 1st May 2023 

[2] Cigre Technical Brochure 764, 2019: Expected impact on substation management from 
future grids 

[3] IPCC Intergovernmental Panel on Climate Change, Assessment Report 6, 2023; WG I 
contribution, Chapter 7, Supplementary Material, 2021 

[4] CIGRE Technical Brochure 737, 2018: Non-intrusive methods for condition assessment 

[5] CIGRE Technical Brochure 823, 2020: Substation servicing and supervision using 
mobile devices and smart sensing 

[6] CIGRE Technical Brochure 858, 2021: Asset health indices for equipment in existing 
substations 

[7] CIGRE Technical Brochure 509, 2012: Final Report of the 2004 - 2007 International 
Enquiry on Reliability of High Voltage Equipment. Part 1: Summary 

[8] CIGRE Technical Brochure 510, 2012: Final Report of the 2004 - 2007 International 
Enquiry on Reliability of High Voltage Equipment. Part 2: SF6 Circuit-Breakers 

[9] CIGRE Technical Brochure 511, 2012: Final Report of the 2004 – 2007, International 
Enquiry on Reliability of High Voltage Equipment - Part 3: Disconnectors and Earthing 
Switches 

[10] CIGRE Technical Brochure 513, 2012: Final Report of the 2004 - 2007 International 
Enquiry on Reliability of High Voltage Equipment. Part 3: Gas-insulated switchgear 

[11] CEA Canadian Electrical Association (name change to Electricity Canada), reliability 
report, January 1997 

[12] CIGRE Technical Brochure 725, 2018: Aging high voltage substation equipment and 
possible mitigation techniques 

[13] CIGRE Technical Brochure 816, 2020: Substation equipment overstress management 

[14] CIGRE session Paris, 2020: B3-305: D. Helbig, R. Fritsche, M. Heinecke, M. Kuschel, 
P. Singh: Intelligent IoT-connected transmission equipment in substations 

[15] CIGRE session Paris, 2022: B3-11077: M. Engel, F. Oechsle, D. Helbig, M. Heinecke, 
M. Kuschel, P. Menke: Test, installation, and operational experience of world’s first 
substations integrating digital, intelligent and greenhouse-gas free T&D equipment 

[16] CIGRE Technical Brochure 819, 2020: IEC 61850 based substation automation 
systems - Users expectations and stakeholders interactions 

[17] ETG-Fb. 163, ETG-Kongress 2021: S. Eimert, C. Schmalfeldt, M. Heinecke, et. al.: F-
gas-free and digitalized high voltage technology - products and application experience / 
F-Gas-freie und digitalisierte Hochspannungstechnik - Produkte und 
Anwendungserfahrung 

[18] CIGRE session Paris, 2022: D2-10407: A. Apostolov: Artificial Intelligence-based 
Circuit-Breaker Monitoring in IEC 61850 Digital Substations 



IEC TR 62271-322:2026 © IEC 2026 

58 

[19] CIGRE Technical Brochure 796, 2020: Cybersecurity: Future threats and impact on 
electric power utility organizations and operations 

[20] Tennet: Control room of the future, 2022: https://www.tennet.eu/about-
tennet/innovations/control-room-future 

[21] National Grid, 2022: Digitalisation strategy: https://www.nationalgrid.com/electricity-
transmission/document/141796/download 

[22] Southern California Edison, Whitepaper 2020: Reimagining the grid.  
https://download.newsroom.edison.com/create_memory_file/?f_id=5fcfb5f62cfac23b06
eb7d39&content_verified=True 

[23] ISO/IEC Guide 51, Safety aspects - Guidelines for their inclusion in standards 

[24] ISO/IEC 20924:2024, Internet of Things (IoT) and digital twin - Vocabulary 

[25] ISO/IEC 22989:2022, Information technology - Artificial intelligence - Artificial 
intelligence concepts and terminology 

[26] ISO/IEC TR 24030:2024, Information technology - Artificial intelligence (AI) - Use cases 

[27] ISO/IEC 27001, Information security, cybersecurity and privacy protection - Information 
security management systems - Requirements 

[28] ISO/IEC 30141:2018, Internet of Things (IoT) - Reference architecture 

[29] ISO/IEC TR 30164:2020, Internet of Things (IoT) - Edge computing 

[30] ISO/IEC 30173:2023, Digital twin - Concepts and terminology 

[31] ISO/IEC/IEEE 82079-1, Preparation of information for use (instructions for use) of 
products - Part 1: Principles and general requirements 

[32] ISO/IEC/IEEE 15288:2023, Systems and software engineering - System life cycle 
processes 

[33] ISO/IEC/IEEE 24641:2023, Systems and Software engineering - Methods and tools for 
model-based systems and software engineering 

[34] IEC 60068-1, Environmental testing - Part 1: General and guidance 

[35] IEC 60068-2 (all parts), Environmental testing - Part 2: Tests  

[36] IEC 60068-2-1, Environmental testing - Part 2-1: Tests - Test A: Cold 

[37] IEC 60068-2-2, Environmental testing - Part 2-2: Tests - Test B: Dry heat 

[38] IEC 60068-2-14, Environmental testing - Part 2-14: Tests - Test N: Change of 
temperature 

[39] IEC 60068-2-30, Environmental testing - Part 2-30: Tests - Test Db: Damp heat, cyclic 
(12 h + 12 h cycle) 

[40] IEC 60068-2-78, Environmental testing - Part 2-78: Tests - Test Cab: Damp heat, steady 
state 

https://www.tennet.eu/about-tennet/innovations/control-room-future
https://www.tennet.eu/about-tennet/innovations/control-room-future


IEC TR 62271-322:2026 © IEC 2026 

59 

[41] IEC 60255-1:2022, Measuring relays and protection equipment - Part 1: Common 
requirements 

[42] IEC 60255-21-1, Electrical relays - Part 21: vibration, shock, bump and seismic tests on 
measuring relays and protection equipment - Section one: vibration tests (sinusoidal) 

[43] IEC 60255-21-2, Electrical relays - Part 21: Vibration, shock, bump and seismic tests on 
measuring relays and protection equipment - Section Two: Shock and bump tests 

[44] IEC 60255-26:2023, Measuring relays and protection equipment - Part 26: 
Electromagnetic compatibility requirements 

[45] IEC 60255-27:2023, Measuring relays and protection equipment - Part 27: Product 
safety requirements 

[46] IEC 60300 (all parts), Dependability management  

[47] IEC 60300-1, Dependability management - Part 1: Guidance for management and 
application 

[48] IEC 60300-3-1, Dependability management - Part 3-1: Application guide - Analysis 
techniques for dependability - Guide on methodology 

[49] IEC 60300-3-2, Dependability management - Part 3-2: Application guide - Collection of 
dependability data from the field 

[50] IEC 60300-3-3, Dependability management - Part 3-3: Application guide - Life cycle 
costing 

[51] IEC 60300-3-4, Dependability management - Part 3-4: Application guide - Specification 
of dependability requirements 

[52] IEC 60300-3-5, Dependability management - Part 3-5: Application guide - Reliability test 
conditions and statistical test principles 

[53] IEC 60300-3-10, Dependability management - Part 3-10: Application guide - 
Maintainability 

[54] IEC 60300-3-11:2009, Dependability management - Part 3-11: Application guide - 
Reliability centred maintenance 

[55] IEC 60300-3-12, Dependability management - Part 3-12: Application guide - Integrated 
logistic support 

[56] IEC 60300-3-14, Dependability management - Part 3-14: Application guide - 
Maintenance and maintenance support 

[57] IEC 60300-3-15, Dependability management - Part 3-15: Application guide - Engineering 
of system dependability 

[58] IEC 60300-3-16, Dependability management - Part 3-16: Application guide - Guidelines 
for specification of maintenance support services 

[59] IEC 60529, Degree of protection provided by enclosures (IP code) 

[60] IEC 60605-2, Equipment reliability testing - Part 2: Design of test cycles 



IEC TR 62271-322:2026 © IEC 2026 

60 

[61] IEC 60605-4, Equipment reliability testing - Part 4: Procedures for determining point 
estimates and confidence limits for equipment reliability determination test 

[62] IEC 60605-6, Equipment reliability testing - Part 6: Tests for the validity of the constant 
failure rate or constant failure intensity assumptions 

[63] IEC 61000-4 (all parts), Electromagnetic compatibility (EMC) - Part 4-X: Testing and 
measurement techniques  

[64] IEC TR 61000-4-1, Electromagnetic compatibility (EMC) - Part 4-1: Testing and 
measurement techniques - Overview of the IEC 61000-4 series 

[65] IEC 61000-4-18, Electromagnetic compatibility (EMC) - Part 4-18: Testing and 
measurement techniques - Damped oscillatory wave immunity test 

[66] IEC TR 61000-5-1:2023, Electromagnetic compatibility (EMC) - Part 5-1: Installation and 
mitigation guidelines - General considerations 

[67] IEC TR 61000-5-2, Electromagnetic compatibility (EMC) - Part 5: Installation and 
mitigation guidelines - Section 2: Earthing and cabling 

[68] IEC TR 61000-5-6, Electromagnetic compatibility (EMC) - Part 5-6: Installation and 
mitigation guidelines - Mitigation of external EM influences 

[69] IEC 61123, Reliability testing - Compliance test plans for success ratio 

[70] IEC 61709, Electric components - Reliability - Reference conditions for failure rates and 
stress models for conversion 

[71] IEC 61850 (all parts), Communication networks and systems for power utility automation 

[72] IEC TR 61850-1:2013, Communication networks and systems for power utility 
automation –Part 1: Introduction and overview 

[73] IEC 62271-1:2017, High-voltage switchgear and controlgear - Part 1: Common 
specifications for alternating current switchgear and controlgear 
IEC 62271-1:2017/AMD1:2021 

[74] IEC 62271-3, High-voltage switchgear and controlgear - Part 3: Digital interfaces based 
on IEC 61850 

[75] IEC TS 62271-320, High-voltage switchgear and controlgear - Part: 320: Environmental 
aspects and life cycle assessment rules 

[76] IEC 62308, Equipment reliability - Reliability assessment methods 

[77] IEC 62347, Guidance on system dependability specifications 

[78] IEC TS 62351-1, Power systems management and associated information exchange - 
Data and communications security - Part 1: Communication network and system 
security - Introduction to security issues 

[79] IEC TS 62443-1-1, Industrial communication networks - Network and system security - 
Part 1-1: Terminology, concepts, and models 

[80] IEC 63365:2022, Industrial process measurement, control, and automation - Digital 
nameplate 



IEC TR 62271-322:2026 © IEC 2026 

61 

[81] IEC Guide 111-1:2023, Electric equipment for high-voltage substations - Common 
recommendations for product and system standards - Part 1: AC (alternating current) 

[82] IEC 60050-441:1984, International Electrotechnical Vocabulary (IEV) - Part 441: 
Switchgear, controlgear and fuses 

[83] IEC 60050-151:2001, International Electrotechnical Vocabulary (IEV - Part 151: 
Electrical and magnetic devices 

[84] IEC 60050-311:2001, International Electrotechnical Vocabulary (IEV) - Part 311: 
Electrical and electronic measurements - General terms relating to measurements 

[85] IEC 60050-741:2020, International Electrotechnical Vocabulary (IEV) - Part 741: Internet 
of Things (IoT) 

[86] IEC 60050-351:2013, International Electrotechnical Vocabulary (IEV) - Part 351: Control 
technology 

[87] IEC 60050-617:2011, International Electrotechnical Vocabulary (IEV) - Part 617: 
Organization/Market of electricity 

[88] IEC 60050-904:2014, International Electrotechnical Vocabulary (IEV) - Part 904: 
Environmental standardization for electrical and electronic products and systems 

[89] IEC 60050-721:1991, International Electrotechnical Vocabulary (IEV) - Part 721: 
Telegraphy, facsimile and data communication 

[90] IEC 60050-192:2015, International Electrotechnical Vocabulary (IEV) - Part 192: 
Dependability 

[91] IEC 60050-193:–6, International Electrotechnical Vocabulary (IEV) - Part 193: Circular 
economy and material efficiency 

[92] IEC 60050-171:2019, International Electrotechnical Vocabulary (IEV) - Part 171: Digital 
technology - Fundamental concepts 

[93] IEC 60870-5-103, Telecontrol equipment and systems - Part 5-103: Transmission 
protocols - Companion standard for the informative interface of protection equipment 

[94] ISO/IEC 7498-1:1994, Information technology - Open Systems Interconnection - Basic 
Reference Model: The Basic Model 

 

___________ 

 

___________ 
6 Under preparation. Stage at the time of publication: IEC CDV 60050-193:2025. 




