IEC PAS 61850-90-19:2026-08(en)

IEC PAS 61850-90-19

Edition 1.0 2026-08

PUBLICLY AVAILABLE
SPECIFICATION

Communication networks and systems for power utility automation -
Part 90-19: Use of Role-Based Access Control (RBAC) with IEC 61850

ICS 33.200 ISBN 978-2-8327-1433-1



IEC PAS 61850-90-19:2026 © IEC 2026

CONTENTS

O T T L 3 5
1 Y eTe] o1 TP 7
1.1 LT =Y o T= - | 7
1.2 Published versions of the standard and related namespace names....................... 7
1.3 Identification of the Code CompoNeNtS.......c..oiiiiii e 7
1.3.1 IEC 61850-90-19 XML namespace for O20S .........cooviiiiiiiiiiiiiiiiiieeeee, 7
1.3.2 IEC 61850-90-19 XML namespace for SCLSig ......ocvviviiiiiiiiiiiiiiiieiee, 8

1.4 Code Component distribution...........coiiiii 8

2 NOIMAtiVE TE I BN CES . o i e 9
3 Terms, definitions and abbreviated terms ...t 9
3.1 Terms and definitioNS. ... 10
3.2 Abbreviated termsS. ... 12

4 Use Cases fOr RBAC ... 13
4.1 LT =Y = - | 13
4.2 USE CaSES @Nd @C OrS. .. e 13
4.3 Factory Configuration........ ..o e 14
4.3.1 LT =Y Y= - | 14
4.3.2 Product Onboarding into the system ... 15
4.3.3 Operational system configuration.............cooiiiiii 15
4.3.4 1O o 1= =1 4 o o 1S 15

5 RBAC engineering for IEC 61850 ...t 16
5.1 LT =Y = = | 16
5.2 Roles and associated permissions for IEC 61850............c.ciiiiiiiiiiiiiiiiii, 17
5.3 Permission to data object binding using operationSets ...................c 20
5.4 Definition of user defined permissions and restrictions..................cooviiiiiiiinnns, 22
5.41 LT =Y Y= - | PP 22
5.4.2 Hlustrative EXample. . ..o 22

5.5 IEC 61850 RBAC Implementation.........cccoiiiiii e 24
5.5.1 LT =Y = - | P 24
5.5.2 Definition of mandatory permissions other than security permissions............ 24
5.5.3 I eTe o ] o Te T RS 25
5.5.4 Configuration of deviCes ..o 25

5.6 ENGINEEIING PrOCESS . ouiiiii i 25
IMPact ON TEC B1850-7-4 ... i ettt ettt aeaanaaas 27
Impact on TEC B61850-8-1/8-2 ... e 27
Default Right to IEC 61850 ACSI Service Mapping.........cocvviiiiiiiiiiiiieieeeeeae 28

8.1 LT =Y = - | 28
8.2 VB N e e e e e aas 28
8.3 READY ALUE S .. i e 28
8.4 DA T A S E T i 29
8.5 REP O R TING ..ot 29
8.6 F L E R E A DD ..o e 29
8.7 I T I 29
8.8 CONT RO it 29
8.9 CON G o 29
8.10  SETTINGGROUP ...t e 29



IEC PAS 61850-90-19:2026 © IEC 2026

8.1 FILEMN G T ..o 30
8.2 SE CURITY i 30
9  Security of RBAC Configuration ...... ..o 30
9.1 LT =Y = - | 30
9.2 Protection of CONtENtS ... 30
9.21 LT =Y = - | P 30
9.2.2 IEC 62351-11 Profile ... 30
9.3 Exchange of Configuration..........coooiiiii i 33
9.4 At RESE S CUNTY vttt e e e e e 33
10 SerialiZation MaPPing S «. e 34
10.1  Serialization 10 XACML ... 34
10.1.1 General SIrUCTUIE ... e e aas 34
10.1.2 Uniform Resource Names for additional XACML attributes .......................... 34
10.1.3 Uniform Resource Names for PolicySets, Policies and Rules....................... 34
10.1.4 ROOIPOICYSEL .. ..o e 35
10.1.5 IECB2351-8ROIEINTO ... e 35
10.1.6 P Ol CY et 36
10.1.7 RUI B S i 36
10.1.8 L IR= 1 = PP 36
10.1.9 L0 ] e o T =1 36
10.1.10  ANAPIOCESS . et 36
10110 MatCN oo 36
10.1.12  MatChKiNG ... e 37
10.1.13  OperationalState. .. ... 37
10.1.14  Area of responsibility ... ..o 38
10.1.15  OblGatioNs .. ..o e 40
O P TS Y o A =Y = Yo o7 Y= 41
10.2  OperationSet XACML fil€S ..ot e 42
10.2.1 GENEral StTUCTUNE .. et e e aeaa e 42
10.2.2 ROOt POICYS L. .. e 42
10.2.3 OperationSet PoliCYSet......couiiiiii 42
10.2.4 Role-to-Permission Mapping for an OperationSet................coooiiiiiiiiiiin. 42
10.2.5 Standard- and Custom Permissions ...........coiiiiiiiiiiiiiiiii e 43
10.2.6 Including Operational States ..........c.coiiiiii i 43
10.2.7 XACML AttriDULES ..o 43
10.2.8 Remarks and Policy Evaluation ... 44
11 0208 XML file definition .. ... 45
11.1  File version Management. ..o o 45
11.1.1 LT =Y = - | 45
11.1.2 HeE A e 45
11.1.3 HI S O Y e 46
11.1.4 T O I P 46
11.1.5 XA CM L € e e 46
11.2 Mapping between ObjectForOperationSet and SCL elements............................ 47
11.2.1 LT =Y = - | 47
11.2.2 ObjectForOperationSet........c.ouiiii i 47
11.2.3 I 47
11.2.4 Applicable AccessPoint ... 48
11.2.5 I T 48



IEC PAS 61850-90-19:2026 © IEC 2026

11.2.6 LN O . e 48
11.2.7 Datal bt .. e 49
11.2.8 Data At UL .. 49
11.2.9 CONrOIBIOCK. ... e 50
11200 RIS et e e 50
12 ENQINEEIING USE CASES ..uuitititititit ittt ettt 50
1201 GBNEIAL e 50
12.2 Engineering with device template phase........c.cooiiii 51
12.3 Engineering with specification phase ... 52
12.4  Specifying device specific OperationSet assignment ................cociiin. 53
12.5 Engineering with O20S for a set of device instances following a device
L= 0 01 0] == P 55
12.6 Engineering with AccessPoint specific OperationSet ...............cocii. 55
Annex A (informative) EXamples ... 57
Annex B (normative) Signing of IEC 61850-6 SCL File ..o 64
B.1 GBNEIAl .. 64
B.2 Explanation of XML Elements and Attributes .............cooiiiiii 66
B.2.1 XML NamMESPACE. ..ot 66
B.2.2 SignatureENtries . ... 66
B.2.3 SigNaturelNfo. ..o 67
B.3 TooliNng ReqUIrEemMENtS ..o e 68
B.4 Generation of SIgNature ... 68
B.5 Validation of Signature ....... ... 69
B O g AP Y e s 70
Figure 1 — High 1evel RBAC US@ CaSES....uiuiuiiiit ittt ene 13
Figure 2 — Scope of operationSet fileS.. oo 21
Figure 3 — Assignment of restricted operationSets to example objects ..................ooiin. 21
Figure 4 — Example objects provided in SCL ... 22
Figure 5 — Assignment of existing (manufacturer defined) operationSets to example
O B S e 22
Figure 6 — Assignment of restricted operationSets to example objects...................ceeee. 23
Figure 7 — Commissioning of an [ED...... ... 25
Figure 8 — Handling of Permission to Object assignment using SCL, XACML, an O2P
] =T PP PTTTPN 26
Figure 9 — General IEC 62351-11 XSD layOUt....cuuiiiiiiiie e 31
Figure 10 — XSD ComplexType definition of HeaderType........ccooiiiiiiiiiiii, 31
Figure 11 — XSD ComplexType definition of information ..., 32
Figure 12 — Signedinfotype XML StruCture. ... ... ..o 32
Figure 13 — SignatureMethodType Structure ........ ..o, 33
Figure 14 — Transforming a received request into a XACML request context....................... 34
Figure 15 — Definition of OperationSets using XACML ..., 42
Figure 16 — O20S Header UML definition ....... ..o 45
Figure 17 — Object to OperationSet class diagram ..........c.cooiiiiiiiiii e, 47
Figure 18 — O20S engineering with ICD file and superseding O20S assignment ................ 51
Figure 19 — 020S engineering wWith ICD fileS.........ooiiiiiii 52



IEC PAS 61850-90-19:2026 © IEC 2026

Figure 20 — O20S engineering wWith ISD files ..., 53
Figure 21 — 020S engineering wWith II1D fileS ..., 54
Figure 22 — O20S engineering with ICD file and superseding O20S assignment ................ 55
Figure 23 — AccessPoint specific OperationSet...........coooiiiiiiiii e 56
Figure B.1 — Position of Signing Information in SCL ..., 65
Figure B.2 — Signing of IEC 61850 SCL fileS .....c.ouiiiiiiiii e 66
Table 1 — Published versions and related hamespace Names...........cooooiiiiiiiiiiiii i, 7
Table 2 — Attributes of the O20S XML NameSPaCE........ouiuiniiiiiiiiiee e 7
Table 3 — Attributes of the IEC 61850-6 Signature XML namespace............cocevveiininieninannann. 8
Table 4 — Actors and actor definitioNS ... .....o.i i 14
Table 5 — Pre-defined roles (as of IEC 62351-8) ......cuieiiiiiiiii e 17
Table 6 — List of pre-defined role-to-permission assignments for IEC 61850 ....................... 18
Table 7 — List of mandatory pre-defined permissions............ccoviiiiiiiiiiiiiiii 19
Table 8 — User-Defined PermisSSion .........oiiiii e 23
Table 9 — LISTOBJECTS permission and associated ACSI services .............coooveiiiiiinin.... 24
Table 10 — Attributes of the Header element............oooiiiiiiiiii 45
Table 11 — Attributes of the Hitem element............ooiiii i, 46
Table 12 — Attributes of the SCLFile element..........coooiiiiiiiiii e, 46
Table 13 — Attributes of the XACMLFile element............cooiiiiiiiiiii e, 46
Table 14 — Attributes of the ObjectForOperationSet element..............cocoiiiiiiiiiiiii, 47
Table 15 — Attributes of the [ED element..........cooiiiiii 48
Table 16 — Attributes of the ApplicableAccessPoint element .......................ll. 48
Table 17 — Attributes of the LDevice element...........coooiiiiiiiiiii e, 48
Table 18 — Attributes of the LNode element..........c.ooiiiiiii 49
Table 19 — Attributes of the DataObject element ... 49
Table 20 — Attributes of the DataAttribute element ..., 49
Table 21 — Attributes of the ControlBlock element............coooiiiiiiiii 50
Table 22 — Attributes of the Files element ..., 50
Table A.1 — DER Capabilities vs Roles for the Normal OperationalState............................. 58
Table A.2 — DER Capabilities vs Roles for the Lockout OperationalState............................ 60
Table A.3 — DER Capabilities vs Roles for the Test/Maintenance OperationalState ............. 62
Table B.1 — Allowed algorithm identifiers ... 67



1)

2)

3)

4)

5)

6)

7)

8)

9)

IEC PAS 61850-90-19:2026 © IEC 2026

INTERNATIONAL ELECTROTECHNICAL COMMISSION

Communication networks and systems for power utility automation -
Part 90-19: Use of Role Based Access Control (RBAC) with IEC 61850

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to |[EC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

IEC [draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document,[IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch [and/or]
www.iso.org/patents. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 61850-90-19 has been prepared by IEC Technical Committee 57: Power system control
and associated communications. It is a Publicly Available Specification.

The text of this Publicly Available Specification is based on the following documents:

Draft Report on voting

57/2888/DPAS 57/2946/RVDPAS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Publicly Available Specification is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

NOTE The following print types are used:

— Definitions from Clause 3: in Courrier New type.

This document includes Code Components i.e. components that are intended to be directly
processed by a computer.

Such content is any text found between the markers <CODE BEGINS> and <CODE ENDS>, or
otherwise is clearly labelled in this document as a Code Component.

The purchase of this document carries a copyright license for the purchaser to sell software
containing Code Components from this standard to end users either directly or via distributors,
subject to IEC software licensing conditions, which can be found at: www.iec.ch/CCv1.

A list of all parts of the IEC 61850 series, under the general title: Communication networks and
systems for power utility automation, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

— reconfirmed,

— withdrawn, or

— revised.

NOTE In accordance with ISO/IEC Directives, Part 1, IEC PASs are automatically withdrawn after 4 years.


https://www.iec.ch/members_experts/refdocs
https://www.iec.ch/publications
http://www.iec.ch/CCv1
https://webstore.iec.ch/?ref=menu
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1 Scope

1.1 General

The general requirements for Role-Based Access Control (RBAC) are defined in IEC 62351-8.
This part of IEC 61850, which is a Publicly Available Specification, applies those requirements
to the IEC 61850 environment, including the RBAC modelling considerations, the impacts on
IEC 61850 models and protocols, and the resulting engineering process requirements.

This document takes over the IEC 61850 data model specific definitions such as the definition
of permissions and their assignment to roles from IEC 62351-8.

Additionally, the binding of permissions to objects is defined to allow an interoperable
implementation regarding the semantic of roles. This is achieved by an assignment to unique
data objects based on the SCL description. Note that for this, IEC 61850-
6:2009+AMD1:2018+AMD2:2024 is a prerequisite as it defined a unique identification of objects
in SCL.

1.2 Published versions of the standard and related namespace names

Table 1 provides a reference between all published editions, amendments or corrigenda of this
document and the full name of the namespace.

Table 1 — Published versions and related nhamespace names

Edition Publication date Webstore Namespace
Edition 1.0 2026-07 IEC 61850-90-19:2026 IEC 61850-90-19-
0208S:2024A4
Edition 1.0 2026-07 IEC 61850-90-19:2026 IEC 61850-90-19-
SCLSig:2024A2

1.3 Identification of the Code Components
1.3.1 IEC 61850-90-19 XML namespace for 020S

The namespace associated with this document for O20S structure is an XML schema (XSD).
The parameters which identify the namespace are provided in Table 2:

Table 2 — Attributes of the 020S XML namespace

Attribute Content

Namespace nameplate

Namespace Identifier (xmlns) http://www.iec.ch/61850/2024/020S/90-19
Version 2024

Revision A

Release 4

XSD version header attribute 2024A4

Mandatory reference name elEC61850-90-19

Code Component Name IEC_61850-90-19.020S.2024A4.DPAS

Namespace dependencies

includes
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1.3.2 IEC 61850-90-19 XML namespace for SCLSig

The namespace associated with this document for signing SCL files is an XML schema (XSD).
The parameters which identify the namespace are provided in Table 2:

Table 3 — Attributes of the IEC 61850-6 Signature XML namespace

Attribute Content
Namespace nameplate
Namespace Identifier (xmlns) http://www.iec.ch/61850/2024/SCLSig/90-19
Version 2024
Revision A
Release 2
XSD version header attribute 2024A2
Mandatory reference name elEC61850-90-19-SCLSig
Code Component Name IEC_61850-90-19.SCLSig.2024A2.DPAS

Namespace dependencies

includes

1.4 Code Component distribution

Each Code Component is a ZIP package containing the electronic representation of the Code
Component itself, with a file describing the content of the package (IECManifest.xml).

The life cycle of a code component is not restricted to the life cycle of the related publication.
The publication life cycle goes through two stages, Version (corresponding to an edition) and
Revision (corresponding to an amendment). A third publication stage (Release) allows
publication of Code Component in case of urgent fixes of InterOp Tissues, thus without need to
publish an amendment.

Consequently, new releases of the Code Component may be released, which supersedes the
previous release, and will be distributed through the IEC TC57 web site at:

https://www.iec.ch/tc57/supportdocuments

The latest version/release of the code component will be found by selecting the file for the code
component with the highest value for VersionStateinfo, e.g. IEC_61850-90-
19.XSD.{VersionStatelnfo}.full.zip.

The code component associated to this PAS is an XML schema file (XSD). It is available as a
full version only. It is freely accessible on the IEC website for download at
https://www.iec.ch/tc57/supportdocuments, but the usage remains under the licensing
conditions.

In case of any differences between the downloadable code component and the IEC pdf
published content, the downloadable code component is the valid one; it may be subject to
updates. See included history files.


https://www.iec.ch/tc57/supportdocuments
https://www.iec.ch/tc57/supportdocuments
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61850-6:2009, Communication networks and systems for power utility automation - Part 6:
Configuration description language for communication in electrical substations related to IEDs
IEC 61850-6:2009/AMD2:2024

IEC 61850-7-2, Communication networks and systems for power utility automation - Part 7-2:
Basic information and communication structure - Abstract communication service interface
(ACSI)

IEC TR 61850-90-30, Communication networks and systems for power utility automation —
Part 90-30: IEC 61850 Function Modelling in SCL

IEC TS 62351-1, Power systems management and associated information exchange - Data and
communications security - Part 1: Communication network and system security - Introduction
to security issues

IEC 62351-6, Power systems management and associated information exchange - Data and
communications security - Part 6: Security for IEC 61850

IEC 62351-8, Power systems management and associated information exchange - Data and
communications security - Part 8: Role-based access control for power system management

IEC 62351-11, Power systems management and associated information exchange - Data and
communications security - Part 11: Security for XML documents

IEC 62351-14, Power systems management and associated information exchange - Data and
communications security - Part 14: Cyber security event logging 1

RFC 6960, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP
XACML, eXtensible Access Control Markup Language (XACML) Version 3.0 [OASIS]

W3C Canonical XML Version 2.0
https://www.w3.org/TR/xml-c14n2/



IEC PAS 61850-90-19:2026 © IEC 2026
Bibliography

IEC TS 61850-2, Communication networks and systems for power utility automation - Part 2:
Glossary

70





